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INTRODUCTION TO 
PENETRATION TESTING 

 

 Penetration testing or PenTest is a practice of testing a 

computer system, network or web application. 

 It finds security vulnerabilities that an attacker could 

exploit.  

 Penetration testing should not be confused with 

vulnerability testing. The intention of Vulnerability Testing 

is just to identify the potential problems, whereas Pen-

Testing is to attack those problems. 

 

PASSWORDS IN PROTECTED 
DOCUMENTS 

 
 Passwords are used to protect the documents from an 

unauthorized access. 

 Documents such as PDF, MS Word, MS excel, Zip, and RAR 

files can be protected by password to secure the files. 

 Password cracking is a process to recover passwords of 

these protected documents. 
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 The purpose of password cracking is to recover forgotten 

password. The forensic team can perform password cracking 

on these protected documents to recover the data after 

getting the password. 

 Penetration testing can be performed with John-the-

Ripper tool to access password protected documents. 

PASSWORD CRACKING 
TECHNIQUES 

The password cracking techniques are discussed as follows: 

 BRUTE FORCE: A brute force technique is an attempt to 

crack passwords using permutation and combination 

approach. This method takes a lot of time and memory 

consumption depending on the length and complexity of 

password. 

 DICTIONARY: A dictionary technique is an attempt to store 

in-build passwords in a file known as dictionary. Instead of 

trying all combination of passwords, it creates a word-list of 

most common passwords and calculates the hash values 

while cracking the passwords. It will only able to crack the 

password if it is stored in dictionary file. This technique takes 

less time as compared to brute-force technique to crack the 

password. 
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  RAINBOW TABLES: This technique is same as dictionary, 

but instead of calculating hash vales during password 

cracking; it stores the in-built hash values of password in the 

tables. Thus, this technique takes less time as compared to 

brute-force and dictionary technique to crack the password. 

JOHN-THE-RIPPER TOOL 

 John-the-ripper tool [1] is an open-source application and 

penetration testing tool that allows users to view 

authentication credentials of password protected 

documents. 

 This tool provides hashes of password protected 

documents. 

 The forensics team can use John-the-ripper tool to get the 

password in plain text and pass it to the password protected 

documents to open it. 

 This tool can be used in both Kali Linux operating system 

and Windows operating system. 
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DOWNLOAD DICTIONARY 

The following steps are followed to download dictinary: 

Step 1: Search the password wordlist by browsing Google 

search engine as shown in Figure 1. 

Figure 1: Search password wordlist 

Step 2: Open the GitHub website and download the ZIP file 

as shown in Figure 2. 
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Figure 2: Download password wordlist 

 

Step 3: Save and open the downloaded file as shown in 

Figure 3.  

Figure 3: Password folder in downloaded file 

 

Step 4: Open the “Real-Passwords” folder to see the 

passwords wordlist as shown in Figure 4. 
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Figure 4: Password wordlist 

Step 5: Open any password wordlist (e.g., Top12Thousand-

probable-v2.txt file) as shown in Figure 5.  
 

Figure 5: Top 12 thousand most frequently used passwords 

 

Step 6: Copy this file in Home directory and rename as 

“wordlist.txt” as shown in Figure 6. 
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Figure 6: Wordlist file in Home directory 

TASK-I: PENETRATION 
TESTING OF PROTECTED PDF 
DOCUMENTS IN KALI LINUX 

OPERATING SYSTEM 

John-the-Ripper tool is available in Kali Linux operating system 

and Windows operating system. This manual shows practical of 
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penetration testing of password protected documents in Kali 

Linux and Windows operating system. 

The penetration testing of protected PDF documents with John-

the-ripper tool can be done with the following steps:  

Step 7: Download bleeding-jumbo.zip from github in Kali 

Linux operating system with command “wget 

https://github/magnumripper/JohnTheRipper/archive/bleedi

ng-jumbo.zip” as shown in Figure 7.  
 

 Figure 7: Download bleeding-jumbo.zip from github 

 

Step 8: Unzip bleeding-jumbo.zip file with command “unzip 

bleeding-jumbo.zip” as shown in Figure 8. 



10 
 

 Figure 8: Unzip bleeding-jumbo.zip 

 

Step 9: Create hash of PDF document with the command 

“perl JohnTheRipper-bleeding-jumbo/run/pdf2john.pl 

/root/Desktop/file.pdf > /root/Desktop/file.hash” as shown 

in Figure 9. 
 

 Figure 9: Create hash of PDF document 
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Step 10: Use John-the-ripper tool to get password from hash 

file via brute-force password cracking technique with 

command “john /root/Desktop/file.hash” as shown in Figure 

10. 

 

Figure 10: Use John-the-ripper to get password of hash file 

Step 11: To show the cracked password of protected PDF 

document, type command “john --show 

/root/Desktop/file.hash”. The cracked password of protected 

PDF file is “hello123” as shown in Figure 11. 

 

Figure 11: Cracked password 
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TASK-II: PENETRATION 
TESTING OF PROTECTED PDF 
DOCUMENTS IN WINDOWS 

OPERATING SYSTEM 

Step 12: Download John-the-Ripper-v1.8.0-jumbo-1-Win-32 

or 64 bit from website (https://www.openwall.com/john/). 

Place the password protected PDF document to crack in the 

run folder of downloaded John-the-Ripper tool as shown in 

Figure 12. 

 

Figure 12: Password protected PDF document 

Step 13: Type the command to create hash file of password 

protected PDF file with command “python pdf2john.py 
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1file.pdf > 1file.hash” as shown in Figure 13 where 1file is the 

name of the PDF file. Type “john 1file.hash” to get the 

password in plain text via brute force password cracking 

technique. Type the command “john.exe --show 1file.hash” 

to show the password. The password of the protected file is 

“hello123” as shown in Figure 13. 

 

Figure 13: Cracking password in Windows operating system (via brute-force) 

Step 14: The other way of cracking the password is by using 

dictionary mode. Write the command “john --wordlist= 

wordlist 1file.hash” to compare the hash of PDF file with 

dictionary. Write the command “john.exe --show 1file.hash” 

to display the passwords in plaintext of protected PDF 

document as shown in Figure 14. The passwords in plaintext 
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are displayed in the Figure 14 and highlighted in red 

rectangular box. 

 

 Figure 14: Cracking password of protected PDF document in Windows 

operating system (via dictionary) 

TASK-III: PENETRATION 
TESTING OF PROTECTED ZIP 
DOCUMENTS IN WINDOWS 

OPERATING SYSTEM 
The penetration testing of protected ZIP documents with John-

the-ripper tool can be done with the following steps:  

Step 15: Place the password protected ZIP document to crack in 

the run folder of downloaded John-the-Ripper tool as shown in 

Figure 15. 
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Figure 15: Password protected ZIP document 

Step 16: Write the command “john --wordlist= wordlist.txt 

2file.hash” to compare the hash of PDF file with dictionary. 

Write the command “john.exe --show 2file.hash” to display 

the passwords in plaintext of protected ZIP document as 

shown in Figure 16. The passwords in plaintext are displayed 

in the Figure 16 and highlighted in red rectangular box. 
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Figure 16: Cracking password of protected ZIP document in Windows 

operating system (via dictionary) 

 

TASK-IV: PENETRATION 
TESTING OF PROTECTED 
DOCX DOCUMENTS IN 
WINDOWS OPERATING 

SYSTEM 
The penetration testing of protected DOCX documents with 

John-the-ripper tool can be done with the following steps:  
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Step 17: Place the password protected DOCX document to 

crack in the run folder of downloaded John-the-Ripper tool as 

shown in Figure 17. 

 

 

Figure 17: Password protected DOCX document 

Step 18: Write the command “john --wordlist= wordlist.txt 

3file.hash” to compare the hash of PDF file with dictionary. 

Write the command “john.exe --show 3file.hash” to display 

the passwords in plaintext of protected DOCX document as 

shown in Figure 18. The passwords in plaintext are displayed 

in the Figure 18 and highlighted in red rectangular box. 
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Figure 22: Cracking password of protected DOCX document in Windows 

operating system (via dictionary) 

TASK-V: PENETRATION 
TESTING OF PROTECTED 
EXCEL DOCUMENTS IN 
WINDOWS OPERATING 

SYSTEM 
The penetration testing of protected EXCEL documents with 

John-the-ripper tool can be done with the following steps:  
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Step 19: Place the password protected EXCEL document to 

crack in the run folder of downloaded John-the-Ripper tool as 

shown in Figure 19. 

 

Figure 19: Password protected EXCEL document 

Step 20: Write the command “john --wordlist= wordlist.txt 

4file.hash” to compare the hash of PDF file with dictionary. 

Write the command “john.exe --show 4file.hash” to display 

the passwords in plaintext of protected EXCEL document as 

shown in Figure 20. The passwords in plaintext are displayed 

in the Figure 20 and highlighted in red rectangular box. 
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Figure 20: Cracking password of protected EXCEL document in Windows 

operating system (via dictionary) 
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